TUVRheinland®
Precisely Right.

TUV Rheinland Group

SMTP - Transport Layer Security (TLS)

Change Request (please fill in and send to securemail@tuv.com)

1. Business partner contact details

Company

Company Name

Address
Technical contact person

Name

Email Address

Phone number

Phone: Mobile:

2. TUV Rheinland contact details

Technical contact person

Department

TUV Rheinland Service GmbH

Email Address

securemail@tuv.com
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mailto:securemail@tuv.com

3. TLS from business partner to TUV Rheinland

TUVRheinland®
Precisely Right.

TLS is activated on all TUV Rheinland mail gateways (opportunistic TLS). All senders can transfer mails
to TUV Rheinland with TLS, without additional configuration (STARTTLS command).

In order to enforce a TLS-encrypted connection to TUV Rheinland, the business partner has to be

configure his own e-mail gateways so that outgoing e-mails to one of the TUV Rheinland e-mail domains

are encrypted using TLS. In addition, the TLS certificate used by TUV Rheinland has to be validated.

The following e-mail domains and e-mail gateways are currently used by TUV Rheinland:

TLS Information TUV Rheinland

List of E-Mail-Domains

*tuv.com

Gateways

mx5.de.tuv.com:25
mx6.de.tuv.com:25

mxl.amer.tuv.com:25
mxl.asia.tuv.com:25

CN of the TLS Certificates

mx5.de.tuv.com

Name of issuing CA

D-TRUST SSL Class 3 CA 1 2009
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4. TLS from TUV Rheinland to business partner

In order to establish a TLS-secured connection on the part of TUV Rheinland, we need some information
from the business partner.

Prerequisites:

All business partner email gateways must support STARTTLS and have a valid certificate. In addition,
"CN" or "Subject Alternative Name" must correspond to the FQDN of the MX entry.

Please check if your current certificate meets these requirements with the following tool:
http://www.checktls.com

The result should be "OK" in all fields.

CheckTLS Confidence Factor for "postmaster@de.tuv.com™: 100

Con- | All- TLS | Cert | TLS | Sndr
-E

mx5.de.tuv.com

[1 95 2[] 22[] 192] (115ma) (253ma) (250ma) (115ma) (423ma) [25Ema) (115ma) (115ma)
mx6.de_ tuv.com 20 Ok Ok OK Ok OK Ok Ok Ok
[195_20_220_193] [1E55ma) {1B3ma) [122Zma) [121ma) (430ma) [125ma) (120ma) [125ma)
mx1.amer.tuv.com 30 Ok 0K Ok Ok OK Ok Ok Ok
[152_185_32_214] [4EmB) [ 1ZBma) [4Bma) [4EmA) [Z2EBma) (Edmaj (47ma) [4Bmaj
mx1_asia.tuv.com 40 Ok Ok OK Ok OK Ok Ok Ok
[‘134_159_‘14?_‘1[‘]5] [247ma) (5B Tma) (417ma) [Z247ma) [ET1lma) [41l5ma) [2E7ma) [Z24Bma)
Average 100%  100%  100%  100%  100% 100% 100% 100%

Please provide us with the following information:

For self-signed certificates, please add the root certificates.

TLS Business Partner Information ‘

List of E-Mail-Domains

Gateways (MX-Records)

CN of the TLS certificates

Name of the issuing CA
URL (public key of the CA)
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