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Prüfen und Schützen seit 1872

Die 4. industrielle Revolution wird durch die Nutzung von Cyber-Systemen definiert.!
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TÜV Rheinland Cloud Cybersecurity
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Envisioned Client Operating Model TÜV Rheinland Cybersecurity Offering
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Advanced Cyber 
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Adoption



TÜV Rheinland i-sec GmbH

• Schritt 1: Analyse und Anforderungsdefinition. Dies ist die Grundlage für die weiteren Schritte.

• Schritt 2: Konzeption und Produktauswahl. Gemeinsam mit Ihnen planen unsere Experten welche Prozesse, Richtlinien, 

Lifecycle, Technologien, Konzepte und Architekturen notwendig sind. Weiterhin können wir spezielle Anforderungen in 

Ihrer Umgebung mit entsprechenden Proof of Concept (POC) testen.

• Schritt 3: Implementierung. Unsere Experten installieren gemeinsam mit Ihren Mitarbeitern die ausgewählten Lösungen 

in Ihrer Umgebung.

• Schritt 4: Betrieb. Unsere Experten unterstützen Sie beim Betrieb der jeweiligen Lösung. 
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FORCEPOINT

Ihr Weg zur digitalen 

Transformation – Wie 

CASB Ihre Applikationen, 

Daten und User in der 

Cloud schützt!

Michael Stanik
Michael.stanik@forcepoint.com

mailto:Michael.stanik@forcepoint.com


STRONG GLOBAL FOOTPRINT

▶ 3,000 Employees

▶ 150 Countries

▶ 50 Offices

▶ 2,500 Partners

▶ Average Support CSAT 8.7- 8.9

▶ 380 Patents & Patent Applications

▶ 28 Data Centers

Headquarters, Austin, TX

Engineering & Operations

Cloud Data Center

Sales & Support

AMERICAS EMEA APAC



 Data Centers

 ISO 27001.

 SSAE16 SOC-1 Type II.

 Products / Operations / Services

 ISO 27001

 ISO 27018

 CSA STAR

Certifications



New Compliance and 

Regulations (GDPR)

IT Challenges

User and Data 

is everywhere. 

The Security 

has to comply

Growing 

acceptance for 

cloud

Users everywhere 

(Home, Hotel, Airport)
BYOD and

Shadow-IT

IT Budgets 

under pressure
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HOW DO YOU SECURE A WORLD WHERE YOU OPERATE 

ON THE INTERNET BUT DON’T OWN THE INTERNET

Internet

Your Corporate Network

Employees

Suppliers

Partners

Customers
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CUSTOMER SECURITY NEEDS AS THEY ADOPT THE CLOUD

I need visibility into what my users are doing in the 

cloud to understand my risks and protect my users

I need to be able to monitor and control how my 

users interact with my critical cloud applications 

I need security that helps me safely embrace the cloud



Sanctioned Cloud



Users from

Anywhere
Cloud Access 

Security Broker 

(CASB)

Cloud App

What is a cloud access security broker (CASB)?



Copyright © 2018 Forcepoint  |  17
CUSTOMER CONFIDENTIAL

QUICK VIEW - USER RISK RANKING OF CLOUD USERS

Understand how your users are interacting with cloud hosted data to prevent exfiltration

Be certain solution is capable of monitoring very granular actions in real-time

Look for CASB solutions with automated enforcement to protect against both malicious 

insiders and 

Risk = Likelihood * Impact
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UEBA – CLOUD SECURITY, SIMPLIFIED
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DETECT ANOMALIES AND PROTECT YOUR ORGANIZATION

Get alerted on brute force, account 

takeover, and other indicators of 

compromised accounts

Both Proxy (Inline) and API (Offline) 

activity analysis

Understand the severity by region 

and impact by account type



Unsanctioned Cloud

(Shadow IT)
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Cloud Discovery



https://www.heise.de/security/me

ldung/Statt-Erpressungstrojaner-

Krypto-Miner-auf-dem-

Vormarsch-4028279.html

https://www.heise.de/security/meldung/Statt-Erpressungstrojaner-Krypto-Miner-auf-dem-Vormarsch-4028279.html






Are you Ready for the Next Wave of Shadow IT?

Source: chiefmartec.com http://cdn.chiefmartec.com/wp-content/uploads/2016/03/marketing_technology_landscape_2016_3000px.jpg

http://cdn.chiefmartec.com/wp-content/uploads/2016/03/marketing_technology_landscape_2016_3000px.jpg


Q&A



Kontakt

Ralph Hünten

Segment Manager Advanced Cyber Security

ralph.huenten@i-sec.tuv.com

+49 221 56783 501

TÜV Rheinland i-sec GmbH

Am Grauen Stein

51105 Köln

www.tuv.com/informationssicherheit

Michael Stanik

Sr. Sales Engineer, EMEA

michael.stanik@forcepoint.com

+49 221 56783 501

Forcepoint

Feringastrasse 4

85774 München

www.forcepoint.com

http://www.tuv.com/informationssicherheit
http://www.tuv.com/informationssicherheit


VIELEN DANK FÜR IHRE AUFMERKSAMKEIT!

Regelmäßig aktuelle Informationen im

Newsletter und unter www.tuv.com/informationssicherheit
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