Ihr Weg zur digitalen
Transformation!

Lernen Sie, wie Sie mit TUV Rheinland und
der CASB L6sung von Forcepoint Ihre

Applikationen, Daten und User in der Cloud
schitzen!

A TUVRheinland®
Genau. Richtig.



lhre Referenten

Ralph Hlnten
Segment Manager Advanced Cyber Security
TUV Rheinland i-sec GmbH

Michael Stanik
Sr. Sales Engineer, EMEA
Forcepoint

A TUVRheinland®

2 Genau. Richtig.



Agenda

Kapitel Thema
1 TUV Rheinland - Die nachste industrielle Revolution
2 Forcepoint - Ihr Weg zur digitalen Transformation

TUVRheinland®

3 26.10.2018 Genau. Richtig.



TUV Rheinland - Die nachste industrielle Revolution

Prifen und Schitzen seit 1872

Industrie 1.0 Industrie 2.0 Industrie 3.0 Industrie 4.0

Mechanische = Massen- Elektronik & Cyber-Systeme, Social, Mobile,
Produktion produktion IT Systeme Analytics, Cloud
& Elektrizitat

[ % 8 )

n Die 4. industrielle Revolution wird durch die Nutzung von Cyber-Systemen definiert.
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TUV Rheinland Cloud Cybersecurity

Envisioned Client Operating Model TUV Rheinland Cybersecurity Offering

@ Enterprise Risk Management
Cybersecurity Governance

CISO

Mastering Risk &
Compliance

Consulting Testing Managed

Services Services Services
IT Security Management & Cloud Security Management Advanced Cyber
Engineering & Engineering Defenses 2_’(}:& CCE}@ }lD

Security Manager(s)

IT Operations Cloud Operations
(global, local) (global, local)

Business Requirements & Risks
Reports & Metrics & Trends

Secure Cloud
Adoption

&

Information Technology

A TUVRheinland®
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TUV Rheinland i-sec GmbH

Vorgehensmethodik

Analyse& - - - -

Anforderungs- Konzeption & Produktauswahl

o - - - -

« Schritt 1: Analyse und Anforderungsdefinition. Dies ist die Grundlage flr die weiteren Schritte.

Implemen-

: Betrieb
tierung

« Schritt 2: Konzeption und Produktauswahl. Gemeinsam mit Ihnen planen unsere Experten welche Prozesse, Richtlinien,
Lifecycle, Technologien, Konzepte und Architekturen notwendig sind. Weiterhin kdnnen wir spezielle Anforderungen in
Ihrer Umgebung mit entsprechenden Proof of Concept (POC) testen.

« Schritt 3: Implementierung. Unsere Experten installieren gemeinsam mit Ihren Mitarbeitern die ausgewahlten Losungen
in lhrer Umgebung.

« Schritt 4. Betrieb. Unsere Experten unterstiitzen Sie beim Betrieb der jeweiligen Losung.

A TUVRheinland®
Genau. Richtig.
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FORCEPOINT

Inr Weg zur digitalen -
Transformation — Wie , ey
CASB Ihre Applikationen,

Daten und User in der ‘ _ SR TS
Cloud schutzt! |

L |
Michael Stanik o )
Michael.stanik@forcepoint.com ‘ ‘
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@ Headquarters, Austin, TX

ST RO N G G L O B A L FOOT P R I N T Engineering & Operations
Cloud Data Center

& Sales & Support

3,000 Employees
150 Countries

50 Offices

2,500 Partners
Average Support CSAT 8.7- 8.9
380 Patents & Patent Applic;ations

28 Data Centers

AMERICAS EMEA APAC
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Users everywhere
(Home, Hotel, Airpor

IT Budgets

under pressure

IT Challenges

Growing
acceptance for
cloud

BYOD and

User and Data Shadi

IS everywhere.
The Security
has to comply

New Compliance and
Regulations (GDPR)



HOW DO YOU SECURE A WORLD WHERE YOU OPERATE
ON THE INTERNET BUT DON'T OWN THE INTERNET

Your Corporate Network
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CUSTOMER SECURITY NEEDS AS THEY ADOPT THE CLOUD

| need visibility into what my users are doing in the
cloud to understand my risks and protect my users

| need to be able to monitor and control how my
users interact with my critical cloud applications

| need security that helps me safely embrace the cloud

F CUSTOMER CONFIDENTIAL Copyright © 2018 Forcepoint | 14




Sanctioned Cloud




What is a cloud access security broker (CASB)?

Cloud App
P
Users from Oﬁ';e!65 \p
R Cloud Access R
Security Broker a
(CASB)

adWsS



QUICK VIEW - USER RISK RANKING OF CLOUD USERS
(0) RISK SUMMARY C:{ APP DISCOVERY \ COMPLIANCE r@' AUDIT & PROTECT

User Risk Dashboard

User Risk Dashboard

8

o S 8
USERS AT RISK C1 ADMINS =57 NON ADMIN
USERS
TOP HIGH RISK USERS WATCHLIST

Ira Insider
Last Activity: 07/29 3:42 (aper 7
Last Incident. 07/29 3:42 355
O devin. eldred@extre
207 m

Last Activity- O
Last Incident: 0 E- 20?_.-"
Ira Insider devin.eldred@ex.. James Cagle Annette Vargas
Since 07/29 Since 0712 Since 06/29 Since 06/29

Risk = Likelihood * Impact




UEBA — CLOUD SECURITY, SIMPLIFIED

Account Page

Last 180 d
I+ user BEHAVIOR _—

500 risk level
5 Incidents
Ira |ﬂ5ld&l’ ) 10k activities
Regional Sales Manager
o 1.
10 11 12 13 14 15 16 17 18 19 20 21 22 2_3242526%?2_829303132_3456?;8
5 [ I ) 5 5 I 4 | 5 5 T T 5 5 1 | 5 g M L T 5 5 m |4

Il Comments (3)
100

.
9 LOCATIONS Risk levels @ Incidents @ Regullar activity
- E —

o DEVICES INCIDENT TIMELINE

F#

INVESTIGATE o .-
i 1933 e Success from high-risk ip source | Account Takeover [+120/
{5 Box

All user activity w
22 incidents

1N miarantinad fileg



DETECT ANOMALIES AND PROTECT YOUR ORGANIZATION

(0} RISK SUMMARY Q‘ APF DISCOVERY K COMPLIANCE "‘ AUDIT & PROTECT

s2r Risk Dazhboard > Audit & Protect Dashboard

» Get alerted on brute force, account Qon g -

takeover, and other indicators of 1 - 1 ] e

m m 1 | @ Dashboard
C O p ro I S e aC C O u n S Brute Force Account Takeover Malicious or Compromised Ins. Suspicious activity by a Pri.__
F( Incidents

(@) Activity Audit Top High Risk Users & sk scors
Custom Policies violsting Accounts

» Both Proxy (Inline) and API (Offline) ~ “~~

Active Locations Suspicious IPs Administrators and Users Operating Systems

activity analysis U o

1os TR B windows7  138|02.58%

G
networks W
Bl unied 37 125.24% y
Hingdem 0 Mslicious 2812057% B windows 10 211.42% 4 - e -
Ps o L - ai iy [
= India 18l 77
- User Adrmin . ’ 1
2 Ananymous olps 1411100% 0lo% P 9}
Internal Access 010% proxies ‘:

» Understand the severity by region >V a

Unknown 010%
. J
Service Provider Logs Activity Analysis Last 20 days
1zrasl 18 Gemany 11 External 22
Active Locations Suspicious IPs Administrators and Users Operating Systems u “3:15; tes 12 ‘-‘5"5“ gdom  Internal O
BE Unis 82150.42% i T s517857% p—
== Sues @ e e ] unknown 287 |220%
@] Canada 40128.90% »
I+ G Mslicious 15121.43% & B windows7  5311T.1%
Ps
. o
I United 15110.87%
Ee U Admin User
2 Anonymous 0los 168154.10%  142(45.31%
Internal Access 010% proxies

External Access 1321100%
Unknown 17215543 %
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Unsanctioned Cloud
(Shadow IT)







Cloud Discovery

329

Apps

-

A vedium Risk
@ Managed
(>) Dashboards

] Office

W
Category: Storage and Documents

@D 10 High Risk Ap~ Description:
Iti ided to block high risk i intion-! i
Sgggﬁgg"g"fg = d“;ar't’; e e Office 365is a subscnptmn bajsed r.J_nIlne office
block. and software plus services suite which offers
v, Vg access tovarious senvices and software built
|—_|Mys_.pace Viside around the Microsoft Office platform.
[ relian... [JGrou
See all 10> Adjust risk weights =

W

Q Service Locations

P i
e

See All =

A\ overall risk

Service Provider: Microsoft Corp
Headquarters:

Micrasoft Redmond Campus, Redmond, Washin. ..

Service Website > Terms & Conditions =

o Block by Third Party

L Block by Sigfence
RACE
| O pamowesse |

2 L
993 5,256

N Y
6.4TB 6.1m

Users IPs

See all users = See all IPs =

Service Locations

i
Hourly Usage

/" |
-

Activities: 4403

Senvice [P's =

Data Volume Activities
Uploads: 598GE | 9.09%. First activity: 08/M3/18 23.25
Downloads: 5.8T8 | 90.91% Last activity: 06/28/16 21.50

Top Departments

See All =

Admins

dvargas
06/26116 21.50

dterlecki
06/26116 21:25

ssmartt
DB/26/16 21:13

daldape
06/26/16 20:59

See All =

0212117 15:30 |
Risk: Medium

0212117 15:30 : % 02121117 15:31

Apps: 325 Users: 1426

02121117 15:31

i 0212117 15:30 |
SourcelPs: 719K i

Data: 22.5TB




Statt Erpressungstrojaner: Krypto-Miner auf dem
Vormarsch

20.04.2018 11:42 Uhr - Dennis Schirrmacher { ) vorlesen

(Bild: Pixabay )

https://www.heise.de/security/me
Idung/Statt-Erpressungstrojaner-
Krypto-Miner-auf-dem-

nem Sicherheitsunternehmen zufolge erstmals mehr Infektionen dieser Art als mit Ran- Vormarsch-4028279.html

Malware-Autoren setzen vermehrt auf bosartige Mining-Software. Dieses Jahr hat es ei-

somware gegeben.


https://www.heise.de/security/meldung/Statt-Erpressungstrojaner-Krypto-Miner-auf-dem-Vormarsch-4028279.html
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Security Risk Sites Blocked by Date

Date Range: 2018-04-11 - 2018-04-11

Date URL Requests

2018-04-11
Gimages. cgames_de 1
8497150767 59606 mateti.net 3
al.zanox.com 30
af stroeerdp.de
ancensored.com 3
aqt.adalliance o 54
box réEnet.com 1
cdnl_jameda-elements.de 44
cdnZ jameda-elements de 6
cdn3_jameda-elements de T
conhive com| 11,970
confirm_orders-ticketbar eu 1
delivery content-recommendation.net 2



2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

2018-04-11

15:05:40

15:06:12

15:06:12

15:06:12

15:06:12

15:06:12

15:06:12

15:06:12

15:06:12

15:06:17

15.06:17

15:06:17

15:06:17

15:06:17

15:06:17

15:06:17

15:06:17

coinhive.com

coinhive.com

coinhive.com

coinhive.com

coinhive.com

coinhive.com

coinhive.com

coinhive_.com

coinhive.com

coinhive.com

coinhive.com

coinhive.com

coinhive.com

coinhive.com

coinhive.com

coinhive.com

coinhive_.com

Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option
Blocked with
confirm option

Subtotal: 11.969

Total: 11.980



Are you Ready for the Next Wave of Shadow IT?

Advertising & Promotion Content & Experience Social & Relationships Commerce & Sales Data Management

Mobile Marketing Retail & Proximity Marketing
) CrossCopmirint

Talent Management
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Kontakt
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Ralph Hinten

Segment Manager Advanced Cyber Security
ralph.huenten@i-sec.tuv.com

+49 221 56783 501

TUV Rheinland i-sec GmbH

Am Grauen Stein

51105 KoIn

www.tuv.com/informationssicherheit

S Michael Stanik
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Sr. Sales Engineer, EMEA
michael.stanik@forcepoint.com
+49 221 56783 501

Forcepoint

Feringastrasse 4

85774 Minchen

www.forcepoint.com

TUVRheinland®
Genau. Richtig.
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VIELEN DANK FUR IHRE AUFMERKSAMKEIT!

Regelmalig aktuelle Informationen im
Newsletter und unter www.tuv.com/informationssicherheit
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Genau. Richtig.



