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« Name inspired by the 1996 movie, Twister, in which reference was made to the
fastest and most powerful tornado on the Fujita Scale: F5

« Based In Seattle USA, established in 1996, public in 1999, offices worldwide.
« Over 50% market share in Application Delivery Controller market.

« F5 Mission is to deliver the most secure, fast, and reliable applications to anyone
anywhere, at anytime.

* 49 of Fortune 50 companies rely on F5
* Revenue US$2.1 billion, no debt, 4,400 employees, Fortune 1000 company

 NASDAQ: FFIV
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Figure 1. Magic Quadrant for Web Application Firewalls
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Application Security
Manager



Local Traffic » Virtual Servers : Virtual Server List » VS_ASM
15 ~ | Properties Resources

Security Policies werden pro Applikation erstellt
Policies kdnnen aus Negativ-, Positiv-Security und eine

Optionen zum Erstellen einer Policy —

} Policy Building Settings

» : y Policies : Policles List
Policies Summary | Policy Diff

« Manuell,
 Automatisch,
« DAST Integration:

« HP Webinspect

+ IBM AppSCan

« ImmuniWeb

* Qualys

« Quantium Seeker —

» Trustwave App Scanner [H—.

« GENERIC N

Signature Staging

Policy Name

Learning Mode

Policy Is Case Sensitive

Differentiate between HTTP/WS and
HTTPS/WSS URLs




General Settings

Enforcement Modes: Transparent, Blocking

Enforcement Mode - Transparent
General Settings

Mode Blocking: Individuelle Funktionen
konnen transparent bleiben Host Name Properties

Q- Created Time~ MNewest

Enforcement Mode in Abhangigkeit des Host [Eate
Headers

my_ASM_Policy VS_ASM Policy Summary

Policies kdnnen exportiert und importiert

ASM_policy1

werden
Attack Signatures Optional None

Policies konnen Hierarchien besitzen: ntaoy | ovioa I
Parent / Child Policies opionel [N

. . . . Evasion Technigues Mandatory None
Policies konnen zwischen ASM Gruppen

synchronisiert werden T ool
Security » Options : Application Security : Synchronization : Application Security Synchrontzation

Delete Apply Save as Template... Export -

Mone

mal MNone
¢,|mammm - |mgapwm |hhg'm3mrlm ~ | Advanced Configuration ~ | Synchrontzation | Preferences el
n Mone

Application Security Synchronization
Device Group ASM-Productive 4 | Warning: Mo synchronization will occur - Current device is the only member of the selected group pnal m
Device Group Members ICommuon/bigipelk.itc.demo bl m
Device Group Type Sync-Only = None
Config Sync Manual = None




Security » Application Security : Policy Bullding : Traffic Learning
73 ~ TrafficLeaming | Leaming and Blocking Settings

Current edited security policy | my_ASM_Policy (transparent) 4 Apply Policy

Q- | IT Score~ Highest 4

lllegal HTTP status in response
Policy Attributes

Attack signature detected
Header: *

lllegal URL length
File Type: gif

lllegal URL length
File Type: no_ext

lllegal URL length
File Type: *

Add Valid Host Name
Hest Name: f5.com

Add Valid Host Name

Hest Name: askf5.f5.com

Evasion technigue detected
Evasion Technigue: 1S backslashes

Evasion technigue detected
Evasion Technique: Apache whitespace

Failed to convert character
Violation: Failed to convert character

HTTP protocol compliance failed
HTTP Check: Several Content-Length headers

HTTP protocol compliance failed
HTTP Check: Bad host header value

HTTP protocol compliance failed
HTTP Check: Content length should be a positive nu

Evasion technique detected
Evasion Technique: 1IS Unicode codepoints

HTTP protocol compliance failed
HTTP Check: CRLF characters before reguest starn

Evasion technique detected
Evasion Technigue: Bare byte decoding

Evasion technique detected
Evasion Technigue: %u decoding

HTTP protocol compliance failed
HTTP Check: Chunked request with Content-Length

Evasion technique detected
Evasion Technigue: Bad unescape

lllegal cookie length
Violation: |llegal cookie length

HTTP protocol compliance failed
HTTP Check: Header name with no header value

HTTP protocol compliance failed
HTTP Check: Multiple host headers

HTTP protocol compliance failed
HTTP Check: Bad multipart parameters parsing

No suggestion selected
To view suggestion details, select one from the list on the left

Traffic Learning summary
¥ Learning Progress
Suggestions

Pending {score>=50)
Accepted

Pending (score<50)
& Ignored

¥ Reduce Potential False-positive Alerts

Top Viclations Refresh
Viclation Suggestions
T Atiack signature detected 25
T HTTP protocol compliance failed 12
T Evasion technique detected
T llegal URL length
Failed to convert characier
T llegal HTTP status in response
T llegal method
T Malformed XML data

¥ Enfoercement Readiness Summary
Enforcement Readiness Summary
Entity Type
T File Types
HTTP URLs
WebSocket URLs

arameters

3
TC

ookies

Signatures

Not Enforced

Top Violating Meta Characters

Character

Entities

Enforced

No records to display

Refresh

Suggestions

C~ | Total Entries: 85

Security Policy is in the «Automatic» Learning Mode

Policy Changes
admin Policy Builder
& System

0&:00 00:00

Top 20 Matched Signatures out of 25 Refresh
Signature Suggestions
T Web-Server Administrator dir access 1
T /phpmyadmin/ dir access (/phpmyadmin/)
T Suspicious "testtesting” file access
T Web-Server samples dir access
“perl” execution attempt
“group™ execution attempt
“group” execution attempt {(Header)

"link" execution attempt (Header)

Refresh

Learn Not Enforced And | Ready To Be
New Entities | 10181 | NotEnforced o e 'S\ ggestions | Enforced

Compact 1 5
Never

Never

Selective

Selective

N




Security » Application Security : Policy Bullding : Traffic Learning

# . Traffic Leaming ‘Lunmandﬂbddrgsmgu

Current edited security policy | my_ASM_Policy (transparent)

Qo | I Score~ Highest 4

lllegal HTTP status in response 100% m—
Policy Attributes

Aftack signature detected
Header: *

& llegal URL length
File Type: gif

lllegal URL length
File Type: no_ext

lllegal URL length
File Type: *

Add Valid Host Name

Host Mame: f5.com

Add Valid Host Name

Host Mame: askf5.f5.com

Evasion technique detected
Evasicn Technigue: 15 backslashes

Evasion technique detected
Evasion Technigue: Apache whitespace

Failed to convert character
Violation: Failed to convert character

HTTP protocol compliance failed
HTTP Check: Several Content-Length headers

HTTP protocol compliance failed
HTTP Check: Bad host header value

HTTP protocol compliance failed
HTTP Check: Content length should be a positive nu...

IS L G R  Delete Suggestion

Action: Set URL Length to 128.
Matched File Type: gif

Ignore Suggestion

Apply Policy

Total Entries: 95

Related Suggestions -

9 sample requests out of 27 that triggered the suggestion on 2018-01-16 04:04:59 017, m—
legal URL length -

Wl1 Average Request Violation Rating 3.0 ~ At least 9 untrusted sources / 0 trusted sources

[HTTP] /Portals/lfimages/metapost/News-Arti
S 40.135.238.5

[HTTP] Mweblogsfimages/devcentral_f5_com/weblogs...

I+l 154.5.235.38

[HTTP] Mweblogsfimages/devcentral_f5_com/weblogs...

S 54.86.82.63

[HTTP] Mweblogs/images/deveentral_f5_com/weblogs...

| 54.165.147.69

[HTTP] /weblogs/images/devcentral_f5_com/weblogs...

B 50.164.69.2

[HTTP] iweblogsimages/devcentral_f5_com/weblogs...

B 54.174.138.115

[HTTP] Mweblogs/images/devcentral_f5_com/weblogs...

E 3777117139

[HTTP] Mweblogsfimages/devcentral_f5_com/weblogs...

= 54.164.64.148

[HTTP] fweblogs/images/devcentral_f5_com/weblogs...

| 54.208.79.203

© lllegal URL length [1] ~

[HTTP] iweblogs/images/devcentral_f5_com/weblogs/macvittie/WindowsLiveWriter/Infrastructure2.0 TakesaHopForward_AA33/blockquote_thumb.gif

[ Basic [DEER

Geolocation &= United States Time 2018-01-16 03:42:49

Source IP Address 6 54 .66.82.63:54552 Violation Rating 3 Request needs further examination

Session D 605622d89c0bebb5 Altack Types NIA

Request Response [[TY

Request actual size: 283 bytes.

HEAD /weblogs/images/devcentral_f5_com/weblogs/macvittie/WindowsLiveWriter/Infrastructure2.@TakesaHopForward_AAS3/blockguote_thumb.g
if HTTP/1.1

Host: devcentral.f5.com

X-Cnection: Close

X-Forwarded-For: 54.86.82.63

X-Forwarded-Port: 443

Connection: close

X-RETURN-CODE: 288



BIG-IQ

Attack signature detected
HTTR URL: [HTTF] *

lllegal cookie length

HTTP protocol compliance failed
HTTI H th n

HTTP protocol compliance failed
h

HTTP




rity » Application Security : Parameters : Parameters List » Parameter Properties
1+ -~ Parameter Properties

Edit Parameter
Parameter Name verzeichnis (Explicit)
URL %
Parameter Level
URL Path| HTTP #| /myURL
Perform Staging w4 Enabled
In Staging Since 2018-01-16 04:18:31

Last Staging Event Time 2018-01-16 04:18:31

Allow Empty Value .4 Enabled
Allow Repeated Occurrences .4 Enabled
Sensitive Parameter Enabled

Parameter Value Type User-input valus

Data Type Value Meta Characters | Attack Signatures

.4l Check attack signatures on this parameter

Overridden Security Policy Settings:
Attack Signature

Havij SQL injection (Parameter)

iframe tag (Parameter)

State
Disabled %

Disabled §

Global Security Policy Settings:
"%ALLUSERSPROFILE®%" access (parameter)
"% APPDATAS:" access (parameter)
"%CommonProgramFiles” access (parameter)
"% COMPUTERNAMES:" access (parameter)
"%COMSPECY%" access (parameter)
"%HOMEDRIVES:" access {parameter)
"%HOMEPATH%" access (parameter)
"%HOMESHARES:" access (parameter)
"%PROCESSOR_ARCHITECTURE®:" access (parame
"%wProgramData®" access (parameter)




Traditional WAF

« Signatures (OWASP Top 10)
* DAST Integration
* Site Learning

* File/lURL/Parameter/Header/Cookie
Enforcement

* Protocol Enforcement

* Login Enforcement / Session Tracking
- Data Leak Prevention

* Flow Enforcement

* IP Blacklisting
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WE MAKE APPS

GO

FASTER. SMARTER. SAFER.







