Threat Detection Webinar

Reduce Time to Detect and Contain
Cyber Incidents
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Exciting times for threat detection

Offensive Zone Defensive Zone

* Explosive growth of cyber crime « Boardlevel awareness and support

* Rapidly expanding attack surface * New and innovative security products

* Rise of ransomware and attack automation « Emerging technologies

* Diverse adversaries * Rapidly expanding attack surface

* Increasing geopolitical threats « Serious shortage of cyber security talent

* Poor global performance for cyber detection
and response

« >190days MTTI
 >66 days MTTC
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Reducing time to detect and contain incidents

Opportunities for improvement

Big Data
Analytics

Emerging
Technologies

Enhanced Use of
Threat Intelligence

Visibility into
loT & OT

Risk-Aligned
Threat Detection

Real-time security

insights across the
large and growing

data of the modern
enterprise
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Machine learning and
behavior anomaly
detection beyond
traditional event
correlation

Integration of threat
intelligence
correlation across
data sources

Behavior based
analytics for

Internet-of-Things

and Operational
Technology

Focus detection on
top risks, accelerate
investigation and
response, and report
on capabilities and
operational metrics
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Risk-aligned threat detection approach

1 |dentify top risks 2 Define related attack scenarios

ADVERSARY SPACE NEUTRAL SPACE VICTIM SPACE

ot SEPATILE Rutsian aspsange groups

‘/— .
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Top Cyber Risks Kgen

= Industry Risk Profiles : F
. . . S

= Enterprise Risk Register

Source: DHS & FBI Joint AnalysisReport 16-20296A

4 Develop Analytics 5 Monitor, Investigate & Respond

R
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3 Map threat activities

Kill Chain Phases Used

Persistence w51 ) () oiscovery 1) credential ccess D) Defense Evasion
Pah Incercepuan = AppCe DLLS - Application Window Discovery -
|Regiswy Run Keys/ St Folder  Bypass User Accours Contral |

Disabling Security Took
HISTCONTROL

Sereensaver File System Pemissions Weakness
System Fimware
Trap Proc

| Securiy Sofware Discovery LLMNRINET-NS Poisoning
System Network Confiquration Input Frompt

Password Fiter DLL
Feplication Through Remevable Media

Discovery
DLL Search Order Hijackng

Dyt Higacking Twe-Factor Authentication interception |3
LC_LOAD_DYLIE Additian Flist Modifcaton Keychain
Hookdng Service Registry Pemissions Wl viewark saiieg i
Local Job Scheduling Privale Keys e Decide File:

Secutityd Memarny

Modity Exsing Strace
Browser Extensions
Cxpasa Arcoie

6 Capture Metrics & Inform GRC
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ldentify Top Risks
Example: Healthcare Delivery Organization (HDO)
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Top HDO Cybersecurity Concerns

1

Patient Safety

2

Availability of
Healthcare Data
and Systems

3

Breach of
Protected Health
Information (PHI)

A

Business
Associate

Security

5

Data Theft
(non-PHI)

= Medical device
(IoT) Security

= Integrity of
healthcare data

= Availability of
healthcare data
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= Ransomware

= Denial of Service

Phishing

Malware

Vulnerable
software

Shadow IT

Insider

= Compromised
vendor or partner

= Research data

= Proprietary
information

= PoS payment
Information
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HDO Threat Actors & Motivation

[

Nation State

Espionage

Theft of intellectual
property and proprietary
information to benefit
nation’s healthcare

Warfare

Sabotage critical
infrastructure as part of
political conflict or
agenda
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"
Hacktivists
& Terrorists

Hacktivism
Cyber-attacks to
promote political
agenda or social
change

Terrorism
Sabotage of critical
infrastructure for
terrorism

(o]

Cyber Criminals

Crime

Steal or ransom data for
financial gain

(e.g. black-market sale,
fraud, extortion)

i

Outsider

Personal

Data theft or healthcare
sabotage for personal
or ideological reasons
(e.g. revenge, malice,
euthanasia, family
concern)

&

Insider

Personal

Data theft or healthcare
sabotage for personal
or ideological reasons

Accidental
Unintentional or
negligentactions
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HDO Cyber Risk Categories

Confidentiality

= PHI

Financial information

Research data

Proprietary information
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Integrity

= Medical device
functionality

= Clinical systems and
applications

= Patientrecords and
healthcare data

= Financial information

Availability

Safety

= Medical device
functionality

= Clinical systems and
applications

= Patientrecords and
healthcare data

= Medical device
functionality

= Clinical systems and
applications

= Patientrecords and
healthcare data
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HDO Major Asset Classes

Asset Class

Active medical device (AMD)

Passive medical device (PMD)

Healthcare information system

Financial system

Identity and access management (IAM) system
Internet of things (loT)

Operational technology (OT)

IT networking technology

IT security technology

Office & mobile technology

§OPENSKY
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Insulin pumps, heart defibrillators, machines that emit
radiation, or any equipment that sustains life

Vital signs monitors, pulse oximeters

Electronic Medical Records (EMRS), Electronic Health
Records (EHRS), Personal Health Records (PHRS), clinical
and administrative systems

Billing, Point of Sale (PoS)

Active Directory, SSO

Pharmaceutical distribution, environmental controls
Power, HVAC, elevators, physical security technology
Routers, switches, wireless access points

SIEM, endpoint protection, IDS/IPS

Email servers, file servers, workstations, printers, mobile
devices
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HDO Top Cyber Risk Statements

Q.

10.

Critical data is encrypted in a ransomware attack, disrupting healthcare delivery operations, resulting in permanent injury
or death, or significant financial loss

Healthcare information system availability is denied, disrupting healthcare delivery operations, resulting in permanent
injury or death, or significant financial loss

PHI is breached, exposing confidential information, resulting in financial loss

AMD is modified to fail to deliver the necessary treatment or to deliver the incorrect medicine or incorrect dosage,
resulting in permanent injury or death

AMD is modified to cause harm, such as delivering an electrical shock or emitting radiation, resulting in permanent injury
or death

EHR is modified to contain false information, compromising healthcare treatment or medical or surgical procedures,
resulting in permanent injury or death

PMD is modified to fail or to report false readings or alerts, compromising healthcare treatment or medical or surgical
procedures, resulting in permanent injury or death

Work orders are altered causing nurses or other physicians to administer incorrect medicine or incorrect dosage,
resulting in permanent injury or death

Work orders are altered causing incorrect surgical or medical procedures, resulting in permanent injury or death

Medical inventory system is modified, causing medical dispensary systems or clinical staffto provide incorrect medicine
or incorrect dosage, resulting in permanent injury or death
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Risk Prioritization

Many ways to prioritize risk — this example uses a scoring method and considers controls and residual risk

Likelihood

Confidentiality 1

Threat Means

Integrity

®

BN
®

Risk Statement Threat Motive

Availability

Safety Threat Opportunity

Confidentiality Threat Means

Integrity
Risk Statement Threat Motive
Ayailability

Threat Opportunity

B

[ Gontaertiaity ] [1]
[eory  J[4]
[see 4]
[Gonfidertiaty | [4]

Safety
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Inherent Controls Residual
Risk Reduction Risk

7
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Define Related Attack Scenarios
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What are the most likely attack scenarios for the risk statement?

Example Risk Statement:

Critical data is encrypted in a ransomware attack, disrupting healthcare delivery operations,
resulting in permanent injury or death, or significant financial loss

Ransomware attack scenarios

= Phishing attack: malicious email attachment

= Phishing attack: malicious email link

= Vulnerability: internet facing system

= Vulnerability: laptop on untrusted network

= Compromised vendor/partner: software update

= Compromised vendor/partner: network trust relationship
= Malicious insider: intentional

= Etc.
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Map Threat Activities
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Define threat activities by attack phase for the selected attack scenario

Models available to assist

Cyber Kill Chain

» Reconnaissance

= \Weaponization

= Delivery

= Exploitation

» |nstallation

= Command & Control

= Actions on Objectives

CIS Community
Attack Model

Initial Recon
Acquire/Develop Tools
Delivery

Initial Compromise

Misuse/Escalate
Privileges

Internal Recon
Lateral Movement
Establish Persistence

Execute Mission
Objectives

MITRE ATT&CK

Cyber Threat Framework

Persistence

* Privilege Escalation
= Defense Evasion

= Credential Access
= Discovery

= Lateral Movement
= Execution

= Collection

= Exfiltration

= Command & Control

Preparation

Engagement

Presence

Effect/Consequence
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Leverage ATT&CK

.bash_ profile and .bashre

~/.bash_profile and ~/.bashrc are executed in a user's context
when a new shell opens or when a user logs in so that their environment is

.bash_profile and .bashrc

2 . . Technique
= nle set correctly. ‘wl.bash_pro'F.lle is lexecuted fc.ar\ogln sheIIls and o TS . ) Ccommand and
Pe : B ~/bashrc is executed for interactive non-login shells. This means that - beretence Collection Exfiltration
- when a user logs in (via username and password) to the console (either —_— " . Control
X o - . atform inux, mac
.bash_profile and  [JAccess Token Access Tokg o2 or remotely via something like SSH), ~/.bash_profile Is Parmissions User, Administrator . Automated Commonly Used
executed before the initial command prompt is retumed to the user. After Required Audio Capture
.bashrc anipulation Manipulation that, every time a new shell is opened, ~/.bashrc is executed. This B File monitoring Exfiltration Port
allows users more fine grained control over when they want certain Sources Process Monitoring, c icati
Accessibl Bi badd commands executed. :::ZE::Z EZ:;TZ;E;:(DWWE[WS Automated Sata ) Tr(])mml:]mca on
nary rFa \ ; g i ! ; ; ; . ata Lompresse roug
Features Macs.TermmaI.app |s‘a I|ttltj: dlfferfenl inthat it runs a I.og|n shell by defaul{ - Collection .
each time a new terminal window is opened, thus calling ~/.bash profile each time instead of ~/.bashrc . Removable Media
These files are meant to be written to by the local user to configure their own environment; however, adversaries can also
Bypass Use insert code into these files to gain persistence each time a user logs in or opens a new shell. Browser .
AppCert DLLs Cert DLLs A (C Extensi Data Encrypted Connection Proxy
ccount Co Mitigation xtensions
Making these files immutable and only changeable by certain administrators will limit the ability for adversaries to easily
‘ . Custom Command
Jn— oot DLL Clear Comnf create user level persistence. Clibboard Dat Data Transfer Size 4 Control
ppin s ppin s . Ipboar ata L an ontro
History . Limits
Detection Protocol
While users may customize their ~/.bashrc and ~/.bash_profile files, there are only certain types of commands
Appl ication Appl ication N that typically appear in these files. Monitor for abnormal commands such as execution of unknown programs, opening Exdiltration Over Custom .
Shimmi Shimmi Code Sig network sockets, or reaching out across the network when user profiles are loaded during the login process. Data Staged All five Protocol Cryptographic
Imming Imming TTSCOTeTY iieie e ey m o) ernative Frotoco
Protocol
o o , . . Exfiltration Over
Authentication Bypass User Component Exploitation of Peripheral Device Graphical User Data from Local .
. » . Pass the Hash Command and Data Encoding
Package Account Control Firmware Vulnerability Discovery Interface System Control Ch |
ontro anne
. o Exfiltration Over
. DLL Search Order [Component Object |Forced Permission Groups , , Data from Network .
Bootkit L L o . Pass the Ticket InstallUtil . Other Network Data Obfuscation
Hijacking Model Hijacking Authentication Discovery Shared Drive Medi
eadium
Browser o DLL Search Order . . Remote Desktop . Data from Exfiltration Over . ,
. Dylib Hijacking L Hooking Process Discovery LSASS Driver . , ) Domain Fronting
Fvtancinne Hiiarlkinm Pratarnl Pamnuahla Madia | Phueiral Madinim
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Unfetter — NSA tool that utilizes ATT&CK
UN-ETTER

. T

by .
&b INtrusion Sets

Attack Patterns Used Critical Security Controls (CSC)

Attack Patterns Used Per Intrusion Set

Kill Chain Phases Used

Persistence @ Privilege Escalation 6127

Q

ments Intrusion Set Dashboard Threat Dashboard Analytic Hub Link Explorer View API STIX ~

—8  Credential Access Defense Evasion

Discovery

bash_profile and .bashrc

AppCert DLLs

Component Firmware

External Remote Services

File System Permissions Weakness

AppCert DLLs
Bypass User Account Control

File System Permissions Weakness
Path Interception

Process Injection

Hypervisor SID-History Injection
LSASS Driver Application Shimming
Login Item Access Token Manipulation

Path Interception
Registry Run Keys / Start Folder

Applnit DLLs
Accessibility Features

Screensaver Exploitation of Vulnerability
System Firmware Hooking

Trap DLL Search Order Hijacking
Windows Management Dylib Hijacking

Instrumentation Event Subscription
Application Shimming

Applnit DLLs

Change Default File Association

Plist Modification
Service Registry Permissions
Weakness

Startup ltems

Made by
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Application Window Discovery
Network Share Discovery
System Service Discovery

Bash History
Credentials in Files
Account Manipulation

Bypass User Account Control
Component Firmware
Disabling Security Tools

Account Discovery Brute Force HISTCONTROL

Network Service Scanning Credential Dumping Indicator Removal from Tools
File and Directory Discovery Forced Authentication Installutil

System Owner/User Discovery Modify Registry

Permission Groups Discovery Obfuscated Files or Information

Exploitation of Vulnerability
Hooking

LLMNR/NBT-NS Poisoning
Input Prompt

ss Discovery
Security Software Discovery
System Network Configuration
Discovery
Peripheral Device Discovery
Query Registry
Remote System Discovery
System Network Connections Discovery
System Information Discovery
System Time Discovery

Process Injection
Code Signing
DLL Side-Loading

Password Filter DLL

Replication Through Removable Media
Two-Factor Authentication Interception
Keychain

Access Token Manipulation
Binary Padding
Component Object Model Hijacking

Clear Command History
Hidden Users
Deobfuscate/Decode Files or
Information

Network Sniffing
Private Keys
Securityd Memory

TUVRheinland®
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Example activities for prior phases (ATT&CK focuses on post exploitation)

Attack Scenario: Web application user bypasses authorization or role-based privileges

Recon/ Discovery Exploitation

= Attacker spiders the application using an automated tool to map = Attacker accesses a file through directory traversal/ file
the application and catalog its content and functionality inclusion manipulation

= Attacker looks for pages that receive the path to a file as user = Attacker accesses application functionality or data that is
input, and attempts to test various directory traversal and local not meant to be accessible from their currentrole through
file inclusion requests a privilege misconfiguration or authorization flaw

» The attacker systematically tests access to application content = Attacker discovers and accesses higher-privilege
and functionality that should not be permitted from the current functionality thatis merely hidden from lower-privilege or
role, particularly administrative pages or functions unauthenticated users, rather than being enforced through

= Etc. access controls

= Etc.
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Process to map and review threat activities

Document key activities by attack phase for attack scenario

Document all assets involved in attack scenario

Review and document existing detection capabilities for each activity

B W DN B

|dentify and prioritize opportunities to improve detection
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Develop Threat Detection Analytics
Monitor, Investigate & Respond
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Develop and documenting threat analytics

= Threat activity
= Analytic name
= Analytic description

Example: threat activity = login with compromised credentials (exploit phase)

Threat Activi Analytic Name

Azure AD login

Azure AD login

Azure AD login

Azure AD login

Azure AD login

Login from unusual
location

Concurrent logins from
separate locations

Logins from separate
locations within
unreasonable timeframe

Login from anonymous IP

address

Login from known
malicious IP address
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= Key risk indicator
= Data sources
= Required data

GeolP lookup for successful login

from wunusual location

GeolP lookup for successful login
concurrently from separate locations

GeolP lookup for successful logins
from separate locations where travel
time is unreasonable between logins
Login IP correlated against threat
intelligence for known anonymous
proxy IP address

Login IP correlated against threat
intelligence for known malicious IP
address

= Analytics (platform specific)
= Threat detection guidance
= Notes

Login outside of geographic area of

business that does not correspond with

authorized work travel

Concurrent logins from geographically
separate areas

Logins from separate locations within
unreasonable travel time

Login from an IP address that has been
identified as an anonymous proxy IP
address

Login from an IP address that has been
identified as a known malicious IP
address

= Date

Azure Active Directory

Azure Active Directory

Azure Active Directory

Azure Active Directory
Threat Intel

Azure Active Directory
Threat Intel

1.
2. 5ource IP

3.

4. Authorized travel

L

WoR B W R W R

= Map to risk statements
= Author

Login success

GeolP

. Login success
. Source P
. GeolP

. Login success
. Source IP

GeaolP

. Login success (AD)
. Source IP [AD)

. Anonymous IPs [TI)
. Login success (AD)
. Source IP [AD)

. Malicious IPs (TI)

TUVRheinland®
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Example: Threat Activity = Windows account discovery

Threat Activi Analytic Name

Windows Users
enumeration via net
command or
powershell

Windows Groups
enumeration via net
command or
powershell

Unusual
i Abnormal use of user
enumeration of i
discovery commands
users
Unusual

Abnormal use of group

enumeration of i
discovery commands

groups
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Unusual behavior

Unusual behavior

Windows domain
controllers

Windows domain
controllers

1. Event ID 4661

1. Event ID 4661

_index=WINDOWS _sourceCategory=CORP/*/WINDOWS
event_id=4661

| parse "Security ID:\t*" as security_id

| parse "Object Name:\t*" as object_name

| parse "Object Type:\t*" as object_type

| where object_type matches "SAM_USER"

| where object_name matches "5-1-5-21domain-500" OR
object_name matches "S-1-3-21domain-502"

| where !{security_id ="System" OR security_id ="5-1-5-18")
_index=WINDOWS _sourceCategory=CORP/*/WINDOWS
event_id=4661

| parse "Security ID:\t*" as security_id

| parse "Object Name:\t*" as object_name

| parse "Object Type:\t*" as object_type

| where object_type matches "SAM_GROUP"

| where object_name matches "5-1-5-21domain-512" OR
object_name matches "S-1-5-21domain-516" OR object_name
matches "5-1-5-21domain-313"

| where !{security_id ="System" OR security_id ="5-1-5-18")

Key Risk Indicator Required Data Threat Detection Guidance

ObjectType "SAM_USER"
querying the following ObjectNames:
"§-1-5-21domain-500" (Domain Local
Administrator)
"§-1-5-21domain-502" (KRBTGT)
Exclude SubjectSecuritylD "System" OR "S-1-5-18"

ObjectType "SAM_GROUP"
querying the following ObjectNames:
"§-1-5-21domain-512" (Domain Admins Group)
"§-1-5-21domain-516" (Domain Controllers
Group)
"§-1-5-21domain-519" (Enterprise Admins Group)
Exclude SubjectSecuritylD "System" OR "S-1-5-18"
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Real-time data visualization and alerting

SharePoint Page Views & SharePoint Files Modified &

Google ErmEidey  Coogle Garsue Google i

SharePoint Files Accessed &, SharePoint Files Uploaded & B Y Pages Viewed BT

Show In Search

Google Google : Map dsta 2018

SharePoint- Site Collection Admin Added i Files Downloaded BTE6 Top 10 Operations &
userid frec operation
FileAccessed
FileModifiedExtended
PageViewed
FileSyncUploadedFull
FilePreviewed

FileModified

Update User &, EYO Top 10 Users & =R Top 10 FileSyncDownloadFull @
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Accelerate investigation and response

Example: Pass-the-hash attack with Mimikatz

= Suppose we build behavioral detection analytics around specific Windows eventlogs
= Event ID 4624 (New credentials based logon) with Logon Type 9
= Event ID 4648 (A logonwas attempted using explicit credentials)
= EventID 10 (Process Access) with Granted Access 0x1010 & 0x1038
= Event ID 4768 (A Kerberos authentication ticket (TGT) was requested) with
Ticket Encryption Type 0x17

= Upon detection, we can not only run additional analytics to investigate and validate
threat activity, but also to gather relevant information for incident response
= Determine every user thatlogged on since last boot
= Opportunities for automation to speed containment
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Capture Metrics & Inform GRC
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Quantify threat detection capabilities

f

2007 a1

Persistence
Discovery

Exfiltration

E=EOPENSKY
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Threat Detection Effectiveness

2017 Q2 2017 O3
Privlege Escalation = Defense Evasion
Lateral Movement Execution

Command and Control

Collection
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Report metrics to risk management

Risk Management Threat Detection

Priorities

“ L]

A\ [

vV e

v =t 4= +
KRIs
KPIs
Threat event frequency
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Conclusion

Benefits of risk-aligned threat detection

= Better focus on threat activity that matters most to the organization
= More context and clarity about detected threat events

= Opportunities to automate investigation and response activities

» Improved risk management program

» Reduced time to detect and contain incidents
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Thank you

Brian Nolan
Chief Technology Officer, Advanced Threat CoE
TUV Rheinland Group

bnolan@us.tuv.com
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